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� Network security
� Denial of Service (DoS) attacks consume network bandwidth
� Degrade the service of the transmission over Internet

� Quality of Service (QoS) requirements of multimedia 
transmission over Internet
� bandwidth, packet loss rate, delay, and jitter

� Responsive to network congestion
� Adaptive quality transmission
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Packet loss
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Existing Work

� Network security
� DoS attacks are addressed as a resource management problem
� Intrusion detection system (IDS)

� Performance metrics 
� Detection rate
� False alarm rate

� Attempts to detect unauthorized or malicious activities in a network 
or on a host system
� Misuse detection- looks for patterns that are known to be attacks

� Snort
� Anomaly detection– looks for abnormal activity that deviates 

from normal traffic
� Local outlier factor (LOF)
� K-th nearest neighbor (KNN)
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Intrusion 
Patterns

activities

pattern 
matching

intrusion

An example Snort rule: alert icmp $EXTERNAL_NET any -> 
$HOME_NET any (msg:"ICMP PING NMAP"; dsize:0; itype: 8; 
reference:arachnids,162; classtype:attempted-recon; sid:469; rev:3;)

TCPDUMP
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MINDS (Minnesota Intrusion Detection System) –
A data mining based Intrusion Detection System
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Existing Work

� Adaptive multimedia transmission
� Congestion control

� RAP [Raj99], Binomial congestion control [Ban01], 
TFRC [Flo00]

� Rate control
� Probing of current Internet bandwidth [Mie02]
� Congestion status of the network obtained via the packet 

marking at the intermediate router [Kus04]
� Adaptive quality transmission

� Probability dropping under the rate constraint from the 
binomial congestion control [Baj03]

� Combines the scalable compression and adaptive 
streaming to provide a graceful degradation of the video 
quality [Kru03]
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Data Collection

Feature Extraction

Anomaly Detection
(DoS, probing)

Rate Control with 
Packet Scheduling

Training Model

Multimedia 
Database

Traffic 
Database

Internet

Intrusion Detection
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A Secured and Adaptive Multimedia 
Transmission Rate Control Framework (Contd.)

� Adaptive Transmission Management Component
� Rate Control 

� The transmission rate is adaptively determined by 
� Network delay, playback rate,  and buffer occupancy 
� Efficiently utilize the network bandwidth and client buffer 
� Provide a continuous playback 

� Congestion control 

� Packet Scheduling
� Multi-buffer scheme at the source side 
� Increases the quality of the received video under thetransmission

rate constraint
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End-to-end Adaptive Rate Control for 
Multimedia Transmission

� End-to-end multimedia transmission

Raw video Encoder Rate control Packet scheduling

Client buffer with 
feedback collection

DecoderVideo player

Internet
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End-to-end Adaptive Rate Control for 
Multimedia Transmission (Contd.)

� Variables 
� k : time interval

� Qk : client buffer occupancy at the beginning of time interval k
� Rk : the total size of packets transmitted from the server at time 

interval k
� Pk : the total size of packets arriving at the client buffer at time 

interval k

� Lk : the total size for packets used for playback at time interval k

� Qr : allocated client buffer capacity at the setup of the connection
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End-to-end Adaptive Rate Control for 
Multimedia Transmission (Contd.)

kkkk LPQQ -+=+  1

� Buffer occupancyat time interval k+1

� Due to the network delay, Pk is not equal to Rk.

� bi,k denotes the percentage of the packets transmitted at Rk-d-i+1 that 
arrives at the client buffer at time interval k,
� k-ddenotes the closest time intervalwhen the transmitted packet can 
arrive at the buffer, 
� k-d-m+1 denotes the farthest time intervalwhen the transmitted 
packet can arrive at the buffer at time interval k.

    ...... 1 ,1 , ,1 +--+--- ++++= mdkkmidkkidkkk RbRbRbP
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End-to-end Adaptive Rate Control for 
Multimedia Transmission (Contd.)

� The optimization objective
� find a suitable sequence of Rk to minimize the following 

quadratic performance function

• Fully utilization of the client buffer
• Minimal transmission rate at the server
• wp, wq, andwr are the weighting coefficients 
• d0 is the transmission control delay

22 )()(
0 krrqdkpk RwQwQwJ +-= +
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End-to-end Adaptive Rate Control for 
Multimedia Transmission (Contd.)

� Congestion control

If (plr > = plr_thresh) { 
Wr = Wr *2       

If (Wr > Wr_upper_bound)   Wr = Wr_upper_bound
} else {

Wr = Wr - 1       

If (Wr < Wr_lower_bound)   Wr = Wr_lower_bound
}
� plr : packet loss ratio

� plr_thresh : packet loss ratio threshold
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Comparison of our approach (in solid lines) and the rate by playback requirement 
approach (in dashed lines) in transmission rates and buffer occupancies.

transmission 
rate

playback rate

buffer

occupancy
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� Multiple Client Scenario

5787183Playback 

62100250Proposed

Severe 
Congested

Medium 
Congested

Less 
Congested

Maximal numbers of clients supported

Different Levels of Network Congestion

0.7x105 Bps ~ 0.9x105 BpsSevere congested network

0.4x105 Bps ~ 0.6x105 BpsMedium congested network

0.1x105 Bps ~ 0.3x105 BpsLess congested network

Playback RequirementNetwork Congestion Level
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Transmission rates of TCP flow (dashed line) and multimedia 
flow (sloid line). 

Tcp flow

Multimedia flow
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Adaptive Video Streaming

� Transmission rate is limited by congestion control 
� Selective dropping at the source side can provide a 

smooth degraded video quality.
� In a rate-distortion optimizedway.
� Subject to a rate constraint.

� Compressed video consists of packets with 
different levels of importance.
� Packets have different impacts on the presentation 

quality of the decoded videos. 
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Adaptive Video Streaming (Contd.)

� Group of Pictures (GOP) Structure
� Each GOP starts with an I-frame, followed by the interleaving P-

framesand B-frames.
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Adaptive Video Streaming (Contd.)

� Propose an approach for video transmission
� Rate control 

� Optimally utilizes the network bandwidth and client buffer resources.

� Multi-buffer scheduling of packets
� Server maintains multiple buffers for packets of different importance 

levels. 
� Based on the source buffer size and playback deadline.

� Designed to reduce the end-to-end distortion.

� Refined resource allocation
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Adaptive Video Streaming (Contd.)

� Multi-buffer scheduling of packets (1)
� The total buffer occupancy at the source 

� composed of multiple buffers for different levels.

� Bi(t) is the separate buffer occupancy for layer i; 
� M is the total number of importance levels.
� Each buffer works like a FIFO queue

�
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=
M

i
i tBtB

0

)()(



��

Adaptive Video Streaming (Contd.)

� Multi-buffer scheduling of packets (2)
� The delay a packet may experience before it is decoded and 

played at the client

� B(t) - the total source buffer occupancy; 
� Rc(t)- the transmission rate;
� s_rtt - the current total delay from the server to the clients; 
� k(t) - the current number of GOPs in the client buffer that wait 

to be decoded;
� F - the playback duration for one GOP.

F*)(_
)(
)(

)( tkrtts
tcR
tB
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Adaptive Video Streaming (Contd.)

� Multi-buffer scheduling of packets (3)
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Results and Analysis – Video Transmission

� Single bottleneck and multiple bottleneck (NS2). 

� 8 multimedia flows

� Background traffic – TCP-based connections.

Single bottleneck Multiple bottleneck
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Results and Analysis – Video Transmission 
(Contd.)

� Test video sequence – Mobile & Calendar
� A high-bit rate video with CIF resolution (352 x 288 pixels) 

at 30 fps,
� The average bit rate of this video clip is 1.58Mbps. 
� Encoded using H.26L codec. 
� The GOP consists of 16 frames in the order of           

IBBPBBPBBPBBPBBP. 
� 256 frames are encoded into 16 GOPs.
� 6 or 8 GOPs are prefetched.
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Results and Analysis – Video Transmission 
(Contd.)

Playback buffer occupancyunder different initial parameters.

Init=900 Pref=6
Init=800 Pref=6

Init=900 Pref=8
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Results and Analysis – Video Transmission
(Contd.)

� Simulation setup
� Comparison with other rate control approaches

� MECN [Kus04]
� PLUS   [Mie02]

� Comparison with other selective dropping approaches
� Deadline based approach
� Probability based approach [Baj03]

� Simulations are run under different bottleneck values.
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30.4922

31.1235

PSNR (dB)
MECN

29.879833.223613 Mbps

33.551934.363714 Mbps

PSNR (dB)
PLUS

PSNR (dB)
Proposed

Bottleneck
Bandwidth

30.8187

32.9138

PSNR (dB)
MECN

29.923233.742313 Mbps

33.883734.363714 Mbps

PSNR (dB)
PLUS

PSNR (dB)
Proposed

Bottleneck
Bandwidth

Comparisons of PSNR (dB) in multiple bottleneck scenarios

Comparisons of PSNR (dB) in single bottleneck scenarios
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29.30(+0.03)

31.33(+0.02)

32.88(+0.11)

PSNR (dB)
Deadline Based

28.17(+1.22)30.04(+0.002)10 Mbps

30.29(+1.45)31.74(+0.04)11 Mbps

31.52(+2.80)33.20(+0.11)12 Mbps

PSNR (dB)
Probability 

Drop

PSNR (dB)
Proposed

Bottleneck
Bandwidth

� Comparison of PSNR in Different Scenarios.

A higher average PSNR improvement under more congested network.







A detailed PSNR view (Frames of GOP 7 to GOP 9) for the PSNR 
comparison 
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Snapshots from Proposed Approach

Snapshots from Probability Drop Approach

Frame 8 Frame 9

Frame 8
Frame 9




�

$�
�	���
��
*�+
� �)��� ��,
�

� A prototype system on NS2
� Host based intrusion detection system
� Anomaly Detection

� Distanced-based outlier approach (LOF)
� High detection ratewith false alarm rate larger than 2%

� Training data set – KDD 
� 4000 connection records

� Testing data set – NS2
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� Feature extraction
� Feature types

� Basic 
� service, protocol, duration….

� time-based
� connection-based

� 30 features selected
� 7 nominal and 23 numerical 
� Extracted from connection 
� Perform LOF on each record
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� For every connection
� If distance > thresh_anomaly,

� Anomaly traffic !
� signal to resource management
� Proactive actions

� If distance > thresh_attack, 
� Attack !!

� Register attacking node
� Discard traffic from attacking node
� Block future traffic from attacking node
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Acting as an Internet server 
providing service

Bottleneck
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� Secure network transmission
� Proposed a secured and adaptive multimedia transmission 

rate control framework
� Build a prototype framework for protection of QoS against 

DoS attacks

� Adaptive multimedia transmission
� Proposed an end-to-end rate control approach for 

multimedia transmission
� Proposed an adaptive video streaming approach



��

�	*	�	��	 

� [Baj03] I.V. Bajic, O. Tickoo, A.S. Kalyanaraman, and J.W. Woods, “Integrated End-to-
End Buffer Management and Congestion Control for Scalable Video Communications,”
IEEE ICIP'03, Barcelona, Spain, September 2003.

� [Ban01] D. Bansal and H. Balakrishnan, “Binomial Congestion Control Algorithms,”, 
Proceedings of IEEE INFOCOM’01, pp. 631-640, 2001.

� [Flo00] S. Floyd, M. Handley, M.J. Padhye, and J. Widmer, “Equation-based 
Congestion Control for Unicast Applications,” Proceedings of ACM SIGCOMM, pp. 43-
56, 2000.

� [Kra03] C. Krasic, J. Walpole, and W. Feng, “Quality-Adaptive Media Streaming by 
Priority Drop,”NOSSDAV 2003, June 2003.

� [Kus04] E. Kusmierek and D.H.C. Du, “Streaming Video Delivery over Internet with 
Adaptive End-to-end QoS”, Journal of Systems and Software, July 2004.

� [Mie02] M. Mielke, R. Aygun, Y. Song, and A. Zhang, “Probe-loss Utilization 
Streaming Mechanism for Distributed Multimedia Presentation Systems,”IEEE 
Transactions on Multimedia, 4(4):561-577, December 2002. 

� [Rej99] R. Rejaie, M. Handley, and D. Estrin, “RAP: An End-to-end Rate-based 
Congestion Control Mechanism for realtime streams in the Internet,”Proceedings of 
INFOCOM99, pp. 1337-1345, March 1999.


